PRIVACY IMPACT ASSESSMENT: EERE — Correspondence and Action Tracking System (CATS)
PIA- August 14, 2009 /Db

Affects
Members

Department of Energy Of the Public?

Privacy Impact Assessment (P1A)

See DOE Order 206.1, Department of Energy Privacy Program, Appendix A, Privacy Impact
Assessments, for requirements and additional guidance for conducting a

MODULE | - PRIVACY NEEDS ASSESSMENT

Date January 14, 2010

Office of Energy Efficiency and Renewable Energy (EERE)

Departmental

Element & Site System is located at DOE Headquarters at Forrestal, with all users located also

located at Forrestal.

Name of Information |Correspondence and Action Tracking System (CATS)
System or IT Project

Exhibit Project UID |019-20-01-12-02-3001-00

New PIA 25

Update

Contact Information

Name, Title Phone, Email

Phil West (202) 586-2937

System Owner Director of Technology Advancement &

Qutreach Phil.west@ee.doe.gov

Local Privacy Act N/A
Officer

Cyber Security Mimi Afework (202) 586-8970

Expert reviewing this
document (e.g. ISSM, |Contract Support Specialist
CSSM, ISSO, etc.)

Mimi.afework@ee.doe.gov
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(202) 586-0874

Dennis Bartlett
Dennis.Bartlett@ee.doe.gov

EERE HQ Cyber Security Program Manager

Person Completing
this Document

Baback Bazri (703) 377 4172

bazri baback@bah.com

Associate

Purpose of
Information System
or IT Project

EERE staff members use CATS to assign and track internal controlled
correspondence from eDOCS. Users manage the delegation of assignments,
correspondence response preparation, and review of completed concurrence
packages. The primary mission of the CATS application is to manage and track
correspondence assigned to EERE from eDOCS. EERE receives correspondence
from Governors, Congressman, Senators, or members of the general public that are
submitted to the US Department of Energy and exported from eDOCS into CATS in
order to track timely responses by the appropriate subject matter experts.

Type of Information
Collected or
Maintained by the
System:

[[] SSN Social Security number

[[] Medical & Health Information e.g. blood test results

[] Financial Information e.g. credit card number

[] Clearance Information e.g. "Q"

[] Biometric Information e.g. finger print, retinal scan

[] Mother's Maiden Name

[] DoB, Place of Birth

Xl Employment Information
Correspondence received might contain the name of the author and their
company name, if they are writing on behalf of an organization. Additionally,
the author’s or company’s address and phone numbers may also be

maintained within the system.

[] Criminal History
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[X] Name, Phone, Address

Correspondence received by the system always contains the name and
address of the individual writing the letter and sometimes phone number or
email address.

[] Other — Please Specify

Has there been any attempt to verify Pll does not exist on the NO

system?

DOE Order 206.1, Department of Energy Privacy Program, defines Pll as
any information collected or maintained by the Department about an individual,
including but not limited to, education, financial transactions, medical history
and criminal or employment history, and information that can be used to
distinguish or trace an individual’s identity, such as his/her name, Social
Security number, date and place of birth, mother’s maiden name, biometric
data, and including any other personal information that is linked or linkable to a
specific individual.

If “Yes,” what method was used to verify the system did not N/A
contain PII? (e.g. system scan)

Threshold Questions

1. Does system contain (collect and/or maintain), or plan to YES
contain any information about individuals?

YES

The incoming correspondence
received, which contains the name,
address, company (if applicable),
phone number or email address of
the individuals who have written the
correspondence are scanned in as
attachments into the system.

2. Is the information in identifiable form?

YES

The incoming correspondence also
comes from members of the
general public.

3. Is the information about individual Members of the Public?
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